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CA Technologies commissioned independent research in December 2011 to investigate the data protection and disaster 
recovery (DR) policies of organizations in Northern America. Companies were surveyed in the U.S. and Canada. This 
report highlights the key findings and provides insights into how these policies can be improved. 

DATA LOSS 

Disaster recovery incidents are a significant problem for Northern American organizations – every single one surveyed 
admitted to data or application loss over the previous year. There were numerous causes but IT systems failure (e.g. 
network or software failure) emerged as the most prevalent. Companies need to be able to predict the likelihood of 
different types of incidents happening and design an infrastructure that minimizes both their frequency and their 
impact. 

DR PLANNING 

The majority of organizations concede that their data is not adequately protected, as only a small percentage have a 
comprehensive DR plan. This in part explains the high levels of data loss across all companies.  The main reason cited 
for poor DR planning is inadequate training of IT personnel in the business’ DR policies. 

CLOUD RESOURCES IMPORTANT PART OF DATA PROTECTION STRATEGY 

The amount of data created and held by companies is increasing exponentially and keeping it safe continues to be a 
major cause for concern. Cloud computing, rather than remaining a theoretical concept, is now a reality for a large 
proportion of organizations. This study reveals that investment in data protection in the U.S. is rising and much of this is 
being directed towards cloud. 

Of those organizations already using cloud computing, the vast majority (particularly in the case of private cloud) are 
confident that their data is safe. This is a strong indication of the potential of cloud as a future data protection solution. 

CA Technologies expects this trend to continue but highlights that businesses should opt for solutions that allow them 
to evolve their data protection strategy at their own pace—whether it be a new on-premise technology, using cloud as 
a backup medium or moving to a more advanced hybrid cloud model. 

A previous CA Technologies survey, the Avoidable Cost of Downtime, found that organizations are losing in the range of 
$160,000 a year through IT outages. Senior management needs to consider this cost against the much smaller 
investment required to keep data and applications adequately protected on an ongoing basis. 

CA Technologies and its partners work with companies to help them plan and roll out the policies and IT systems they 
need for effective data protection—across physical, virtual and cloud environments. 
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KEY FINDINGS – U.S. 

 Investment in data protection and DR continues to rise. 49% of organizations increased their investment budgets 
from 2010 to 2011 while 36% have sustained investment.  

 Organizations throughout the U.S. are starting to use cloud computing as a key component of their data protection 
strategy. Over half (55%) of organizations expect their use of cloud for data protection to increase over the next 
year.  

 Currently 76% of organizations in the U.S. have data residing in a private cloud, and 36% in a public cloud. 78% of 
those that use private cloud and 73% that use public cloud are confident that their data would be safe in the event 
of a disaster.  

 100% of organizations surveyed have experienced application and data loss over the last year. The most common 
cause of data loss is IT systems failure e.g. hardware or network failure (78%). 

 Just 26% of organizations in the U.S. have a comprehensive DR plan.   

 Inadequate training of IT personnel in DR planning (62%) and lack of budget (54%) are cited as the main challenges 
to improvement of data protection and DR operations. 

KEY FINDINGS - CANADA 

 Investment in data protection and DR is consistent from the year before. 16% of organizations increased their 
investment budgets from 2010 to 2011 while 64% have sustained investment and 20% have decreased it.  

 Although not as far along as in the U.S., organizations in Canada are starting to see cloud computing as a key 
component of their data protection strategy. A quarter (23%) of organizations expect their use of cloud for data 
protection to increase over the next year.  

 Currently 45% of organizations in Canada have data residing in a private cloud, and 28% in a public cloud. 96% of 
those that use private cloud and 75% that use public cloud are confident that their data would be safe in the event 
of a disaster.  

 100% of organizations surveyed have experienced application and data loss over the last year. The most common 
cause of data loss is IT systems failure e.g. hardware or network failure (71%). 

 Just 25% of organizations in Canada have a comprehensive DR plan.   

 Inadequate training of IT personnel in DR planning (45%) and lack of employee understanding of procedures in the 
DR plan (40%) are cited as the main challenges to improvement of data protection and DR operations. 

Investment in data protection and DR 
operations, as compared to last year 

Companies in the U.S. have significantly 
increased their investment in data 
protection and disaster recovery over the 
last year. Almost half (49%) reported a 
hike in spending while only 14% 
experienced depleted budgets.  

Canadian organizations are exhibiting a 
slightly different story. The majority (64%) 
have sustained their data protection 
spending from the previous year. 
Increases only occurred for 16% of 
companies, and the remaining 20% had 
diminished budgets. 
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Data and applications in the private and public clouds 

Cloud adoption is noticeably taking 
off in Northern America, particularly 
in the U.S. Three quarters (76%) of 
organizations in the U.S. currently 
have data or applications in a private 
cloud. Almost a half (45%) of 
Canadian companies are also utilizing 
this type of cloud. 

Public cloud is showing significant 
usage by organizations, though is 
lagging behind its counterpart. In the 
U.S., over a third of companies (36%) 
report using a public cloud for data or 
applications, and 28% in Canada do 
the same. 

 

 

 

Use of private and public cloud as part of data protection and disaster recovery strategy over the next year 

 

The data reveals a significant shift in 
how companies are approaching data 
management. Over a half (55%) of 
U.S. companies expect to increase 
their use of cloud as part of their data 
protection strategy over the next 
year. Canadian organizations are just 
starting to use this strategy, with a 
quarter (23%) predicting their use of 
cloud will rise through 2012. 
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Confidence that data and applications will be protected in the event of a disaster 

 

 

 

 

Incidents leading to the loss of data and applications  

In both the U.S. and Canada, 
100% of organizations surveyed 
had experienced a disaster 
recovery incident leading to data 
loss in the last year.  

By far the most common cause 
of data loss was IT system failure 
(e.g. network, storage, hardware 
or software failure). Over three 
quarters (78%) of U.S. companies 
had experienced this type of 
incident in the last year, as well 
as 71% in Canada. The second 
most common was employee or 
human error (43% in the U.S. 
and 37% in Canada) and the third 
was external attacks on IT (37% 
in the U.S. and 29% in Canada). 

Other reasons for data loss (in order) were natural disasters, malicious employee behavior, power failures, planned 
maintenance and man-made disasters. Companies should consider the likelihood of all of these scenarios when 
implementing their DR policies. 

Those companies that are 
already using the cloud are 
assured of the safety of their 
data. This is particularly the case 
with private cloud, as 78% of 
U.S. and a high 96% of Canadian 
organizations are confident their 
data would be protected in the 
event of a disaster. Respondents 
with data in the public cloud are 
also confident. Almost three 
quarters (73%) of American and 
75% of Canadian organizations 
are happy with the DR SLAs 
provided by their public cloud 
providers. 
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Disaster recovery readiness 

Despite the high incidence of 
data loss within organizations, 
few companies have adequate 
disaster recovery plans. Only a 
quarter of U.S. (26%) and 
Canadian (25%) companies 
reported having a formal and 
comprehensive strategy. An 
additional 54% in the U.S. and 
59% in Canada have measures in 
place, but not comprehensive 
ones. 19% of U.S. and 16% of 
Canadian respondents admitted 
to having no DR plan at all, 
although the majority of those 
report they will implement one 
within the next year.  

Companies should consider the efficacy of their disaster recovery and whether an improvement would lead to a 
decrease in data loss. 
 

 

Challenges with regard to data protection and disaster recovery operations 

 

Respondents cited many 
barriers to effective data 
protection and disaster 
recovery operations. The most 
common is inadequate training 
of IT personnel in risk and DR 
planning, with 62% of U.S. and 
45% of Canadian companies 
citing this as an obstacle. Over 
half of organizations in the U.S. 
(54%) also point to lack of 
budget and resources although 
this is less of a problem for 
Canadian companies (24%).  

 

 

 

Another significant challenge is lack of employee understanding of procedures in the DR plan (reported by 40% of 
companies in both countries), a barrier that could be rectified with an effective training program. 
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CLOUD FOR DATA PROTECTION 

 For businesses that do not have a remote site for data protection purposes, cloud computing is a great way to 
bolster business continuity and disaster recovery operations.  For those that do have a remote site, using cloud for 
data protection can help organizations convert CAPEX to OPEX, and enable better budget management as 
companies typically pay only for what they use. 

 Many companies today are already using cloud for offsite backup, archiving and disaster recovery purposes.  
However, the cloud can also be used for real-time replication and high availability solutions, helping to minimize IT 
outages and data loss.  

 Companies preparing to use the cloud for disaster recovery initiatives need to ensure they understand how their 
products, processes and providers will deal with various issues.  For example, what impact will the cloud have on 
application performance? Or, what SLAs do providers offer?  CA Technologies and its partners can help 
organizations navigate through this, ensuring they get the best solution. 

PREVENTING DATA LOSS 

 Although companies today understand there are threats and consequences associated with a lack of disaster 
recovery planning, they still frequently experience IT outages and data loss.  IT managers point to lack of budget 
and lack of senior management buy-in as the reasons behind this.  There are two ways of tackling this: the first is to 
do ‘more with less’ and the second is to secure additional funding from the senior management team. 

 There are many ‘best practices’ that can help organizations achieve more with less. Here are three:   

○ In today’s world of mushrooming data volumes, management of the data is becoming increasingly labor-
intensive.  In order to free up valuable man hours, companies need to choose solutions which feature 
advanced levels of centralized management and automation. 

○ Data deduplication is a proven method of reducing the cost of storage through improved storage 
utilization.   

○ When selecting data protection solutions, companies should be wary of opting for the cheapest products 
as they often have hidden costs.  For example, many don’t include a centralized management function, or 
may even require companies to simply use lots of storage. Over the medium- to long-term, the drain on 
personnel to compensate for product shortcomings and the cost of buying required add-ons can quickly 
become expensive.  

 It’s a common IT department complaint that, through lack of investment in business continuity initiatives, senior 
management runs the risk of incurring the costs of a potential data breach as opposed to implementing what they 
view as costly data protection solutions. So how can IT set about convincing the CTO that this is a false economy 
and that investing strategically in data protection can be the better long-term option? The best way is to show 
them the potential cost of not doing anything.  For example, a previous CA Technologies study* has shown the cost 
of outages to a company over a year is in the range is of $160,000.  Tangible figures can really help persuade senior 
management about the cost of not investing. 
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METHODOLOGY 

 The survey was conducted by an independent research firm, Coleman Parkes.  All interviews were undertaken 
during December 2011. The survey was based on a total of 300 online interviews amongst CIOs/IT Directors/IT 
Managers across an even split of small (50-499 employees), medium (500-999 employees) and large (1,000+ 
employees) companies.   

 The frequency of interviews across Northern America was: U.S. 200, Canada 100. Fieldwork was controlled to 
ensure even coverage across the following vertical sectors within each country: Finance 25%, Retail 25%, Public 
Sector 25%, Manufacturing 25%. All interviews were conducted in strict accordance with the rules and guidelines 
laid down by ESOMAR and the Market Research Society. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

* “Cost of Downtime” survey, May 2011. http://www.arcserve.com/us/lpg/costofdowntime.aspx  
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Further Information 

To find out more about how you can reduce IT Downtime please visit http://www.arcserve.com/us/lpg/insights.aspx 

 
 

About CA Technologies www.ca.com 
CA Technologies (NASDAQ: CA) is an IT management software and solutions company with expertise across all IT 
environments – from mainframe and distributed, to virtual and cloud. CA Technologies manages and secures IT 
environments and enables customers to deliver more flexible IT services. CA Technologies innovative products and 
services provide the insight and control essential for IT organizations to power business agility. The majority of the 
Global Fortune 500 relies on CA Technologies to manage evolving IT ecosystems. For additional information, visit CA 
Technologies at www.ca.com. 

 

About Coleman Parkes www.coleman-parkes.co.uk 
Coleman Parkes Research was set up over 8 years ago to deliver premium quality, action focused research, specializing 
in the business-to-business space. The Company undertakes research for service and product suppliers to all parts of 
the business community including Finance, Retail, Government, Services and Manufacturing. The last of these is a 
specialist area and with both Directors of the Company having devoted most of their working lives to this sector, the 
Company is able to offer informed, incisive manufacturing based research that is without peer. 
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